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CUSTOMER AWARENESS
Do's and Don'ts for Safe Banking

LJ

1. Secure Your Banking Information

Always secure your debit card and keep it in a safe place.

Memorize your ATM/debit card PIN, and avoid writing it on anything.
Change your passwords and PINs regularly, especially for internet and
mobile banking.

2. Maonitor Your Accounts

Regularly check your transaction history for any unauthorized activities.
Immediately report any suspicious transactions to the bank through:
Customer care: 022 6BG6E 1414

Email: customercare@finobank.com

Fraud reporting email: reportfraud@finobank.com

Use Fino Payments Bank's mobile app to monitor your account and
black/unblock your cards as needed.

3. Use Strong Security Measures

Keep your mobile banking apps, operating systems, and antivirus software
updated.

Enable multi-factor authentication [MFA) wherever possible for an
additional layer of security.

4. Beware of Phishing Scams

Only click on links from trusted sources, Check for the official Fino
Payments Bank website or contact through their known channels,

Be cautious of unsolicited emails, calls, or messages asking for sensitive
information.

Look for phishing red flags: grammar mistakes, strange URLs, and urgent
requests for personal details,

5. Conduct Safe Transactions

When using ATMs or POS terminals, check for skimming devices or any
suspicious activities.

Always shield the keypad when entering your PIN at ATMs or during online
payments.

B. Report Fraud Immediately

If you suspect fraud, immediately report it to the bank through:
Customer care: 022 6868 1414

Fraud reporting email: reportfraud@finobank.com

Alzo, report to local law enforcement or the cybercrime cell for further
action.
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1. Avaoid Sharing Personal Details

MNever share vour debit card number, CWVV, OTP, or PIN with anyone, even if
they claim to be from Fino Payments Bank. Do not share your banking
passwords, OTPs, or account details over phone, 3M3S, or email. Do not
handower your debit card to anyane for withdrawals, transactions or for any
pUFpOsE,

2. Do Mot Fall for Fraudulent Communication

Be cautious of calls, 5M5, or emails asking for sensitive information. Never
respond to unsolicited communications that ask for vour personal banking
information. Remember, Fino Payments Bank will never ask for your bank
balance, card details, PIN, or password.

3. Avoid Using Unsecure Networks

Refrain from doing online banking on public Wi-Fi or shared networks like
those in cafes or libraries. Avoid using cyber cafes or public computers for
internet banking transactions.

4, Don't Store Confidential Information

Do not save your banking passwords or PINs in easily accessible places or
on your phone. Avoid writing down sensitive data, such as passwords or
card numbers, and instead memaorize them.

5. Do Not Use Untrusted Websites or Apps

Ensure that you only download the Fino Payments Bank app from
authorized app stores like Google Play or Apple's App Store. Avoid
conducting transactions on websites that don’t have “https://™ in their URL
or lack trusted security certificates.

B. Don't Share Your Mobile or Internet Banking Access

Avoid sharing access to your mobile banking app or internet banking portal
with anyone.

Additional Awareness Tips

Identity Theft: Be cautious of sharing personal details like your Aadhaar

fnumber, PAN card, or other ID proofs unless absolutely necessary and only

with trusted sources.

Fraudulent Loan Offers: If you receive an unexpected offer for a loan or
financial product, verify the authenticity directly with Fino Payments Bank
through official channels before proceeding.

Vishing (Voice Phishing): Be wary of callers impersonating bank
employees or customer service agents who ask for your financial details or
passwords. If you're unsure, hang up and contact the bank via official
channels.

Fake Customer Care Numbers: Always verify the bank’s contact numbers
directly from the official website or app. Fraudsters often post fake
customer care numbers on the internet to lure victims into sharing their
banking details.

UPI Transactions: When making UPI payments, verify the recipient®s
details carefully. Fraudsters may try to trick you into transferring money to
the wrong account.

Suspicious Links and Emails: Avoid clicking on suspicious links sent wvia
email or SMS5. Fraudsters may use these to steal your information or install
malware on your device.,
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